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C KaKqbtM roAoM MonoAex[ B hHTepHere craHoBr4Tbcg 6onbure, a uJKoJrbHr4Kr,t oAHl4 r43 caMbrx aKTrBHbrx
nonb3oBareneri PyHeTa. Mex(Ay TeM, noMuMo orpoMHoro KonxqecTsa BosMoxHocTei, rHTepHeT HeceT 11 npooneMbr.
gTa naMgTKa AonxHa noMoqb re6e 6e3onacHo HaxoAt4Tbcq B cerx.

KoMnblorepHbrg Brpycbl

KoMnbnrepHbri Br4pyc - aro paoHoBr4AHocrb xoMnbprepHbrx nporpaMM, orJ[4qrrenbHot oco6eHHocrbro Koropoi
9Br9eTC9 CnOCO6HOCTb K pa3MHOXeHUp. B AOnOnHeHve K OTOMy, Bl4pycbl MOryT nOBpeAUTb l4rr nOnHOCTbO
yHr4qroxMTb Bce Qainbr u AaHHbre, noAKoHTporbHbre nonb3oBaTenlo, oT rMeHu KoToporo 6brna 3anyqeHa 3apaxeHHat
npofpaMMa, a TapKe noBpeA[Tb unu Aaxe yHu'.rroxr4rb onepaq[oHHyro ct4cTeMy co BceMx sarnaMl4 s qenoM. B
6onbuJr4HcrBe cnfraeB pacnpocrpaHsrcrce Bl4pycbt'{epe3 uHTepHer.

MeroAbr 3aqurbr or BpeAoHocHbrx nporpaMM:

'L tlcnonbsyi coBpeMeHHbre onepaq[oHHbre cucreMbr, HMercu{ue cepbe3Hbri ypoBeHb 3au]hrbr or BpeAoHocHbrx
nporpaMM;

2. flocrocxxo ycraHaBnlBa[ naqru (quQpoBbre 3annarKu, xoropbre aBToMarnqecKx ycraHaBnxBaprcg c qenbK)

Aopa6orKr4 nporpaMMbD 14 Apyrle o6HoBneHxe cBoei onepaquoHHoi cr4creMbr. Cxa.{usai ux roJrbxo c oor4qnanbHoro
cafiTa pa3pa6orqMKa OC. Ecnu cyqecrsyer pexuM aBroMaru,lecKoro oOHoBreHut, BKnloqI ero;

3. Pa6orai Ha cBoeM KoMnbFrepe noA npaBaM[ nonb3oBarene, a He aAMxHxcrparopa. 3ro He no3Boaqr
6onbuxHcrBy BpeAoHocHbtx nporpaMM xHcrannt4poBarbcg Ha rBoeM nepcoHanbHoM KoMnbprepe;

4. Vcnonfiyh aHTuBr4pycHbre nporpaMMHbre npoAyrcbr [3BecrHbrx npou3BoAurenet, c asroMaruqecKlM
oOHoBneHxeM 6a3;

5. OrpaHuqb Qu3xeecK|,fi Aocryn K KoMnbprepy Ane nocropoHHux n!{Ll;

6. l4cnonb3yi BHeuHue Hocurenu uHoopMaquu, TaKue KaK OneuKa, AxcK vnu qai'n u3 xHrepHera, rorbKo r43

npoBepeHHbtx t4croqHxxoB;

7. He orxpuraari KoMnborepHbre Oainbt, nonyqeHHbre r43 HeHaAexHbrx r4crorrHr4KoB. Aaxe re Oainbr, Koropbre
npxcflan rBoi 3HaKoMbrr. fly,{ue yroqHu y Hero, ornpaBntn nu oH Te6e xx.

Cort| Wl-Fl

VVi-Fi - oro He BuA nepeAaqr AaHHbrx, He rexHonoruf,, a Bcero Il4urb 6peHA, MapKa. Eqe B 1991 roAy
Hl,lAopnaHAcKag KoMnaHuF 3aperxcrpr4poBana 6pexn "\A/ECA", qro o6o3Haqano cnoBocoqeraHue "Wreless Fidelity",
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<nxcbMo> MlHo6pHayK4 Pocch!4 or 14.05.2018 N 08-1184
"O HanpaBneHlI t4HoOpMaUfiX" AoKyMeHr npeAOCraBneH KoHcynbTaHTnrlpc
(BMecre c "MeroAl4qecK!4Mx peKoMeHAaqxti4l,l o... llara coxpaHeH": 07 05 2018

Koropbltr nepeBoAr4Tcr KaK "6ecnpoBoAHat roqHocrb".

Ao Hauero BpeMeH[ Aouna Apyraq aoopeBuarypa, Koropas eBneerce raKoi xe rexHororuei. Oro
a66peBHarypa "W-Fi". Ta(oe Ha3BaHre 6bno AaHo c HaMeKoM Ha craHAapr sbrcuei 3syKoBori rexxuxu Hi-Fi, ,{ro e

nepeBoAe o3Haqaer "BbrcoKa9 Tot{HocTb".

,qa, oecnnarHbti t4HTepHeT-Aocryn B KaSe, oTentx u aoponoprax tBr9eTcq ornn'rHoli Bo3MoxHocTblo BblxoAa B

IHTepHer. Ho MHorre gKcneprbr cqhraor, r{To ooqeAocrynHbre W-Fi ceru He gBngorca 6e3onacHbtM14

CoeerH no 6esonacHocru paoorbr B oou.leAocrynHbtx cercx W-fi:

1. He nepeAaBaf cBoo nhL{Hylo l4HoopMaqurc ,{epe3 o6qeAocrynHbre W-Fi ceru. Paoorae B Hl4x, xenarenbHo
He BBOAI4Tb naponfi AOCryna, noruHbl 14 Ka(fie-To HoMepa;

2. l4cnonb3yi x ooHosnqi aHruBr4pycHbre nporpaMMbr ll 6paHAMayep. TeM caMbrM rbt o6e3onac[ub ce6t or
saKaqK[ Br4pyca Ha rBoe ycrpoicrBo;

3. npx ficnonb3oBaHfiu VVi-Fi orKfloqu OyHKqrlo "O6quli Aocryn K QainaM x npxHrepaM". ,qaHHae OyHKqne
3aKpbra no yMonqaHurc, oAHaKo HeKoropbte nonb3oBareru aKrlBupylor ee Anc yAo6crsa ucnorb3oBaHrfl B pa6ore
unu yve6e;

4. He xcnonh,3yfi nyonu.tHbtf Wl-Fl Ane nepeAaqu rnlHbx AaHHbrx, Hanpl4Mep Ane BbrxoAa B cor.l!4anbHbre cerlr
4n[ I sneKTpOHHyp noqry;

5. l4cnonb3yi ronbKo 3ar4l4qeHHoe coeA[HeHue qepe3 HTTPS, a He HTTP, r.e. npu Ha6ope seo-aapeca BBoAx

uMeHHo "https://";

6. B Mo6xnbHoM rene$oHe orKn|o.{l4 OyHKr.lxro "noAKno.reHxe K Wi-Fi asroMaruqecK[". He AonycKai
aBToMarxqecKoro noAKntoqeHuF ycrpoicrBa K cersM Vvi-Fi 6e3 Tsoero cornacufi.

CoqrarbHLre cerx

Coqranutste ceru aKTrBHo sxoAgT B Hauiy xr4gHb, MHorue rrcAx pa6oraET u xt4syT TaM nocrocHHo, a B

Facebook yxe 3aperucTpl4poBaH Mxnn[apA qeroBeK, qro rBnf,eTct oAHofi ceAbMoti Bcex xr,trenefi nnaHerbt. MHorre
norb3oBarenr He noHtaMator, .{To xHQopMaqun, pa3MeqeHHaq uMt4 B coll}ranbHbx cernx, Moxer 6btrb HaiAeHa u
ucnonb3oBaHa KeM yroAHo, s roM .{xcne He oocaarerbHo c 6narrMI HaMepeHugMl,l.

OcHoBHbte coBerbr no 6e3onacHocrt4 B coqt4anbHbx certx:

1. OrpaHx,{b cnucoK Apygei. Y re6n e 4pysurx xe AonxHo 6b|Tb cnyvaixux r He3HaKoMblx ntoAei;

2.3a'lluulai, cBo}o qacrHyro xt43Hb. He yKa3btBai naponu, reneoouu, aApeca, Aary rBoero pox(AeHuF 14 ApyryP
nuvxyo ntQopruaquo. 3noyMbtluneHHuKt4 Moryr xcnonb3osaTb AaXe [HQOpMaquP o ToM, KaK rbl 14 rBol4 poAxrenx
nnaH[pyeTe npoBecTn KaHuKynbl;

3. 3aqrar.qai cBolo penyraqu|o - Aepxr4 ee B r{ucrore v 3aAaaai ce6e Bonpoc: xoren 6br rbr, qro6bt Apyrxe
nonb3oBarenu BuAeflu, '.{To rbr 3arpyxaeub? noAyMai, npex(qe qeM .{To-To onyonuKoBarb, Hanxcarb r 3aTpy3t4Tb;

4. Ecnr ru roBopr4uJb c noAbMr,r, Koropbx He 3Haeub, He ucnonb3yli cBoe peanbHoe l,|Mt l,l Apyry0 fl!'lqHylo
nHQopMaqr4n: [Mt, Mecro xxrenucrea, uecro yvc6ti t4 npo'{ee;

5. k1o6erafi pa3MeqeHl4F Sororpaoui B l4HrepHere, r4e ru nso6paxeH Ha MecrHocret, no Koropoi MoxHo
onpe.Aenurb rBoe MecrononoxgHhei

6. npM perxcTpaqux B coqnenbHof ceru xeo6xo4utvto r,rcnonb3oBaTb cIloxHHe naponh, cocroel{xe r43 6yKB tl
qn6p h c Kon[,{ecrsoM 3HaKoB He MeHee 8;

7.,qnf, coq[anbHoi cerr, no.{Tbr 14 Apyrxx cafiToB Heo6xoAr4Mo rcnorb3oBarb pa3Hbte naponx. TorAa ecnx re69
B3I|OMaOT, TO 3flOyMbruneHHUK[ nonyqaT AOCryn TOrlbKO K OAHOMy Mecry, a He BO BCe Cpa3y.

3neKtpoHHElc aGHhrlt
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<nrcbMo> lulxHo6pHayKx Poco4x or 14.05.2018 N 08-1184
"O HanpaBneHl4l4 fiHoopMaql4h" AoKyMeHT npeaocraBneH KoHcynbraHTlhroc
(eMecre c "MeroahqecKl4Mh peKoMeHAaqxtMx o... Aara coxpaHeHnt:07 06'2018

SnerrpoHHbre AeHbrx - oro o'{eHb yAooHbrfi cnoco6 nnarexei, oAHaKo cyqecrByror MouJeHHrKr4, Koropbre xorqr
nonyquTb 3Tu AeHbfx.

SneKrpoHHbte AeHbrfi nogsl4flt4cb coBceM HeAaBHo t4 uMeHHo x3-3a SToro Bo MHoTHX rocyAapcrBax Ao cux nop He

nponxcaHo npo Hr4x B 3aKoHax.

B Poccxt4 xe oHu OyHKrluoHl4pyroT 14 o Hr4x yxe nponucaHo s 3aKoHe, rAe HX pa3Aencpr Ha HecKonbKo st4AoB -
aHoHl4tvtHbte h He aHoHr4MHbte. Pa3Huqa B ToM, ,iro aHoHr,tMHbte - gro re, B Koropbtx pa3peuJaercq npoBoAt4Tb onepaqxu
6eo r,r4exruQuxaqru nonb3oBarenc, a B HeaHoHt4MHbtx r4AeHTuO!,tKaquq non$oBarent tBngerca o6q3arenbHoi.

TaoKe cneAyer pa3nxqarb onexrpoHHbre OxarHbre AeHbru (paBHbr rocyAapcrseHHblM BanpraM) 14 SfleKrpoHHbte
HeouarHbre AeHbr!,r (He paBHbr rocyAapcrBeHHbrM Banprat4).

OcHoBHbre coBerbr no 6esonacHoi paoore c aneKrpoHHbtMt4 AeHbraMu:

1. nptABA)xA x cvery uo6unsxsri reneooH. 9ro causri yAo6Hbri t,r 6brcrpbri cnocoo BoccraHoBt4Tb Aocryn K

c,{ery. npr4Be3aHHbri TeneOoH noMoxer, ecnx 3a6yAeub cBof nnarexHbri naponb finu 3aiAeub Ha cair c
He3HaKOMOTO yCTpOt4CTSa;

2. Vcnonb€yi4 oAHopa3oBbre naponu. nocne nepexoAa Ha ycuneHHyrc aBroprcaqrlo re6e yxe xe 6y4er
yrpoxaTb onacHocTb Kpaxn rnn nepexBaTa nflarexHoro napong;

3. Bbt6epu cnoxHbri naponb. npecrynHuKaM 6yAer He npocro yraAarb cnoxHbri naponb. HaAexHbte naponx -
gro napont4, Koropbre coAepxar He MeHee 8 anaxoe u BKn|oqalor a ce6t crpo.rHbre r nponxcHbie 6yKBbt, quopbt t4

HecKorbKo cr4MBonoB, raxue KaK 3HaK Aonnapa, OyHra, Boct(Itt4qarerbHbti 3HaK u r.n. HanpvMep, $tRong!;;

4. He BBoAx cBou nuqHbte AaHHbre Ha caiTax, KoropbtM He AoBepseuJb.

SnertpoHHar noqra

SneKrpoHHaq noqra - oro rexHororug u npeAocraBnteMbre eo ycnyrx no nepecbtnKe I noryqeHhlo SneKTpoHHbtx
coo6uleHui, Koropbte pacnpeAenrprce B KoMnbDTepHoi ceru. O6sr.rxo oneKrpoHHbrti noqrosbri eulnK BbrrncAlr
cneAypt4r4M o6pa3oM: l4Mf_norb3oBarer9@xMs-4oMeHa. Ta$Ke KpoMe nepeAa'{!,t npocroro reKcra, uMeercg
Bo3MoxHocrb nepeAaBarb Oainb..

OcHogHure cogersr no 6e3onacHoi paoore c oneKTpoHHotl noqroi:

1. HaAo Bbt6parb npaBrnbHbti nogToBbrfi cepB!4c. B uHTepHere ecrb orpoMHbri Bbr6op oecnnarHbtx noqroBbtx
cepBucoB, oAHaKo nyquJe AoBepqrb reM, Koro 3Haeub tt Kro nepBbti B peirxHre;

2. He yKa3btBai e nuqxori noqre nuqHyD uHoopMaqr|o. HanpuMep, ny,{ue Bbroparb "My3brKanbHbri_SaHar@"
l4n[ "poK2013" BMecro "TeMal3";

3. t4cnon$yri AByxaranHyp aBTopu3aqurc. eTo KorAa noM[Mo napone HyxHo BBoAr4Tb KoA, nphcbnaeMbti no
SMS;

4. Bbt6epx cnoxHbri naponb. Anr Kaxqoro no'{ToBoro rulxKa AonxeH 6srru ceoi HaAexHbri, ycroiquBbri K

$noMy naponb;

5. Ecnn ecrb Bo3MoxHocrb Hanlcarb caMoMy cBoi nfiqHbti Bonpoc, xcnon$yi 3ry Bo3MoxHocrb;

6. l,lcnonb3yi HecKoIbKo nogToBbtx tult4KoB. nepBbli Anr qacrHof nepenucKr4 c aApecaraM]l, KoropbtM Tbl

AoBepeeub. 3To 3neKTpoHHbri aApec He Haao ucnon$oaarb npx perncrpaquu Ha SopyMax x cafirax,

7. He orKpbtBai Oainbr u Apyrue BroxeHt4s B nucbMax, Aaxe ecnu oHu npuunu or rBor,tx Apy3er. flyque yTo,{Hr4

y Ht4x, ornpaBrgn[ nx oHH re6e 9T!,r +ainbr;

B. lloc)le LrKoHqaHt4H pat5ol{ HA noqroAdM ceFFunA nepe^ sekFhrrueM Hrne,4Kr4 c cedToM Bc 3a6yAb Haxarb Ha

"Bbrl,lTr,r".
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<nrcbMo> MhHo6pHayK[ Poccr4r4 or 14.05.2018 N 08-1184
"O HanpaBneHxr nHoopMaq!4x" AoKyMeHT npeaocraBneH KoHcynbraHTnrlroc
(BMecre c "MeroAr4qecKxMh peKoMeHAaLlhqMx o... Aara coxpaHeH": 07 06'2018

Kr6sp6yrnr r r Br4pryanbHog x3AGBarenbctEo

Ku6ep6ynnuHr - npecneAoBaHt4e cooouleHl4eMrr, coAepxaq]4Mt4 ocKoponeHue, arpecchto, 3aflytlsaHue;
xyn!4raHcrBo; coqlanbHoe 6oiKorr4poBaHl4e c noMot4blo pa3nxqHblx tlHTepHer-cepBIcoB.

OcHoBHbre coBerbr no 6opb6e c Ku6ep6ynnrHroM:

1. He opocaica B 6oi. Jly.+ur4i cnoco6: nocoBeroBarbcr KaK ce6e Becrx x, ecnr Her roro, K KoMy MoxHo
o6parurscr, To sHaqane ycnoKoxrbcc. Ecnh tsr xaqxeuu orseqarb ocKop6neHuqMt4 Ha ocKop6neHng, To ronbKo eqe
oonbue pa3o)ro(eub KoHQnuKr;

2. ynpaBneF csoeli Ku6eppenyraquei;

3. AHoHxMHocrb B ce MHIMaf,. Cyulecrsynr cnoco6bt BbtgcHt4Tb, KTo cror4T 3a aHoHt4MHbtM aKKayHToM;

4. He cror4T Becr!{ xynxraHcKr4i o6pas erapryanbHori xr43Hr.r. l4HTepHer Oxxcupyer sce rBot4 AeicrgnF. u

coxpaHqer hx. yAanxrb r4x 6yAer KpafHe 3arpyAH[TenbHo;

5. Co6nDAai cBoK) BxpryanbHyK) qecrb cMonoAy;

6. t4Hophpyi eAl4Hl4qHbti Herarus. OAHopa3oBbre ockop6!,rrenbHbre coooqeHuc nyque xrHopr4poBarb. OObrqHo

arpeccue npeKpaqaercF Ha HaqanbHot craAuu;

7. 6aH arpeccopa. B nporpaMMax o6MeHa MfioBeHHbrMt,t coo6u.leHutMx, B coquanbHbrx cergx ecrb Bo3MoxHocrb
onoKl4poBKr4 ornpaBKh coo6uleHui c onpeAeneHHbx aApecoB;

8. Ecnu rbt cB[Aereflb Kx6epoynnuHra. TBoB AerlcrBr4B: Bbrcrynlrb nporxB npecneAoBareng, noKa3arb eMy, ero
ero Aercrsr4t oqeHuBaorcc Herar[BHo, noMepxarb xeprBy, Koropoi HyxHa ncuxonorrqecKaF noMoulb, coo6u{nrb
B3pOCnbtM O QaKTe arpeccxBHoro noseAeHu9 B cert.l.

Mo6r,rrbHbri rere(Doh

CospeuexHue cMaprooHbt h nnaHurerbr coAepxar B ce6e BnorHe B3pocnbri OyHKqxoHan, u renepb oHr4 Moryr
KoHKyprposarb co craquoHapHblM14 KoMnbnrepaMu. OAHaKo, cpeAcre 3au.14rbr Ann noAo6Hbx ycrpoicrB noKa oqeHb
Mano. TecrupoBaH[e u norrcK yggBr4Mocrei B Hr4x npo[cxoAt4T He raK hHTeHcDBHo, kaK Anq nK, To xe caMoe Kacaerc9
u Mo6unbHbtx npunoxeHufi .

CoBpeMeHHbte Mo6xnbHbre 6pay3epbr yxe npaKTugecKl4 AorHanx HacronbHble aHanor!4, oAHaKo pacuupeHxe
(pyHKr.[4oHana Bne,rer 3a coooti 6onbuyo cnoxHocrb I MeHbulyo 3aqxu]eHHocrb.

AaneKo He Bce npox3BoAurenu sbrnycKapr o6HoBneHht, 3aKpbt8alou.lue Kprrt4qecKl4e yt3Bt4Mocrx Anq cBot x
ycTpo14cTB.

OcHoBHbre coBerbr Ant 6$onacHocrn uo6ununoro reneQoxa:

H[qero He rsnrercn no-HacroqrJ.leMy 6ecnnarHbrM. 6yAb ocropoxeH, BeAb KorAa re6e npeAnarapr 6ecnnarHbti
KOHTeHT, B HeM MOryr 6brTb CKpbrTbr KaKxe-To nnaTHble ycnyrx;

AyMai, npe)qe ,{eM ornpaBurb SMS, (poro unu BfiAeo. Tbt ro,.tHo 3Haeub, rAe oHl4 6yAyr B KoHe.lHoM t4rore?

HeoOxoA14Mo oOHoBnerb onepaq14oHHylo ctlcreMy rBoero cMaprQoHa;

l4cnonb3yfi aHTnB[pycHbre nporpaMMul 4nn uo6unuxutx reneooHoB;

He sarplD{sfi npuroxeHuF or He[3BecrHoro xcroqHuKa, BeAb oHx Moryt coAepxarb BpsAoHocHoa nporpaMMHo6
oOecneLreH14e;

nocne roro KaK Tbt BbtirAeulb c caiTa, rAe BBoAxn nuqHylo uH+opMaquo, 3aiAH B Hacrpofixt4 opaysepa u yAanu
cookies;
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<nhcbMo> Mr4Ho6pHayK[ Pocct4,t or 14.05.2018 N 08-1184
"O nanpaaneHUt HHOOpMaquX" AoKyMeHT npeAocraBleH KoHcyrlbraHTJhroc
(BMecre c "Meroarqecxntau peKoMeHAaqrtMt4 o... Aard coxpaHeHl4t: 07'06 2018

flepfioAl4qecKu npoBeptf, KaKxe nnarHbte yctlyru aKTxBtrtpoBaHbt Ha rBoeM HoMepe;

AaBari cBoi HoMep MoofinbHoro rereooHa rorbKo nloAsM, Koropbtx rbl 3HaeuJb l,,l l{oMy AoBepseub;

Bluetooth AonxeH 6btrb BbrKnoqeH, KorAa rbr 14M He nonb3yeuJbc9. He 3a6brBari xHorAa nposeptrb 3To.

Online rrDbl

Coepeuexxure oHnaiH-urpbr - oro Kpaco'{Hbte, 3axBarbrBalor4xe pa3sneqeHuF, ooteAuHqrou.l e corHr4 Tbrcst{
qenoBeK no BceMy Mr4py. l4rpoKr4 xccneAyor AaHHbri r4ru Mr4p, o6u{abrc9 Apyr c ApyroM, BbrnonHepr 3aAaHue,
cpaxaprcn c MoHcrpaM[ fi nonyqator onsrr. 3a yAoBonbcrBue oHu nnarqr: noKynapr At4cK, onnaquBabr a6oxelrexr
un, np!4oOperaor KaKxe-To onqux.

Bce sru cpeAcrBa uAyr Ha noA4epx€rHue t4 pa3Burl4e rrpbr, a rap{e na cauy 6eoonacrocrb: coBepuJeHcrByrorct
c!,tcreMbt aBTopt43aqrn, Bbtnyckaorcn HoBbte nar'.{r4 (qxQpoBbre 3annarK[ Ane nporpaMM), saxpbtBarlrct yl3Bt4Mocrt4

cepBepoB.

B noAooHbx xrpax cTol4T onacarbcs He cronbKo cBoxx conepHuKoB, cKonbKo xpaxn rBoero naPong, Ha KoropoM
ocHoeaHa cucreMa aBTopu3aqut,t 6onburHcrBa urp.

OcHoBHbte coBerbr no 6e3onacHocTt4 TBoero xrpoBoro aKKayHTa:

1. Ecnx Apyroi ,rpoK BeAer ce6q nroxo unu co3Aaer re6e HenpvsrHocrn, 3a6noKxpyi ero B cnucKe urpoKoB;

2. noxanyicc aAM[Ht4crparopaM xrpbr Ha nnoxoe nogeAeHue SToro xrpoKa, xenarerbHo npl4noxurb KaKue-To

AOKa3aTerbcTBa B BUAe C(pl4HOB;

3. He yKa3brsari n|,qHyn l4HOopMaqulo B npo$aine !,lrpbl;

4. ysa>Kai. Apyruxy'{acrHt4KoB no firpe;

5. He ycraHaBnfiBai Heo$rqxanbHbre narqu r MoAbl;

6. klcnonb3yi cnoxHbre 14 pa3Hbte naponu;

7. Aaxe Bo speMr rpbr He cror4T orKnpqarb aHTuBl4pyc. noKa rbr nrpaeub, rBori koMnbprep Morfr 3apa3urb.

orutrHl r,|N Kpaxa nriq{sx aaHHhlx

O6bt,{Hoi Kpaxei AeHer I AoKyMeHroB ceroAHr yxe Ht4Koro He yAxBHurb, Ho c pa3BurueM uHTepHer-rexHonorui
3noyMbruneHHuKl,t nepeMecrurlucb B t4HTepHer, u npoAonxa|or SaHlMarbcF "rrc6uMblM" AeroM.

TaK notBxnacb HoBaF yrpo3a: hHTepHeT-MotleHHrqecrBa rnx (pxt!l4Hr, rnaBHaq qenb Koroporo cocrol4T B

nonygeHuu KoHqxAeHq[anbHbrx AaHHbrx nonb3oaarenei - norrHoB x naponei. Ha aHrnuicKoM esbrKe phishing
quraercc KaK OuuJuHr (or fishing - pbtoHac noBnc, password - naponb).

OcHoBHbre cogeru no 6oos6e c druluHrou:

'1. CneAx 3a cBor4M aKKayHToM. Ecnu rbr noAo3peBaeuJb, qro rBog aHKera 6utna esnolaana, To Heo6xoAt4Mo

3a6noKhpoBarb ee I coooqurb aAMxHr4crparopaM pecypca oO oroM KaK MoxHo cKopee;

2. Vcnonbgyi4 66onacHbte se6-caiTbt, B ToM '{ficne, rHTepHer-Mara3uHoB h norcKoBblx cl4creM;

3. l4cnonsoyrtr cnoxHbte n pa3Hbre naponr. TaKxM oopagoM, ecnH Te6c s3noMalor, To 3noyMbtuneHH[K[ nonyqar
AOCryn TOnbKO K OAHOMy TBOeMy npoQnn|o B CeTn, a He KO BCeM;

4. Ecnv ie6A B3noManu, ro HeooxoAxMo npeAynpsAr4rb Bcox csol,rx 3HaKoMbrx, Koropbre Ao6aBnenu y re6r a

ApyJbFx, o toM, qru rcOH caltoirair,l t4, Bo3MoxHo, or rBoero ,lMeHn 6yAcr paccbtnarbct cnaM ]t ccblnKr Ha

d14rurHroBbte caiTbr:

KoxcynrraxrnnKrc
[aaexHar npaEoBat noAJ4ePxKa
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5. ycraHoB14 HaAexHbti naponb (PlN) Ha MoounbHbli TeneQoH;

6. OTKIo.{14 coxpaHeHt4e napone B 6pay3epe;

7. He orKpbtBai Oainbt u Apyrue BnoxeHfie B nrcbMax, Aaxe ecnu oHu npt4Lxnt4 or rBol4x Apy3et. flyque yroqHl4

y Hl4x, ornpaBntn[ nu oHn re6e ort4 Qainbl.

qx+poBan penytaqxt

l-l!,topoBar penyraque - 9To HerarxBHaq unu no3rrr4sHar uHoopMaqre B ceru o re6e. KoMnpoMerupylou.{ac

uHeopMaqur, pa3MeuleHHae B uHTepHere, Moxer cepbe3HbrM o6paoou orpasurbcq_ Ha rBoet peanbHoi xt43Ht4.

"qr,i6ioeaa penyraqraa" - oro rooi ttMt Ax, Koropbli OopMl,lpyerca x3 rH$opMaqxu o re6e s uHrepHere.

TBoe Mecro xxrenbcrsa, y.{e6bt, Tsoe OrHaHcoBoe nonoxeH}4e, oco6eHHocrt4 xapaKrepa }l paccKa3bl o 6nu3Kl4x

- BCe 3TO HaKanrIBaeTcg B ceTu.

MHorue noApocrKt4 nerKoMbtcneHHo orHocqrcr K ny6n[Kaqu[ nrvHoi hHQopMaq!,lu B tlHTepHere, He noHuMaF

Bo3MoxHbtx nocneAcrsufi. Tbt Aaxe He cMoxeub AoraAarbcg o roM, t{To Sororpa$un, pa3MeuleHHas 5 ner Ha3aA,

crana npnquxoi orKa3a npxHqrb re6s Ha paoory.

KouueHrapuu, pa3MeuleH[e rcoux Oororpaouh u Apyrwe AeicrBt4c MoryT He nc'{e3Hfrb Aaxe nocne roro, KaK

Tbl t4x yAannub. Tbt He 3Haeub, KTo coxpaHun gry xH$opMaqulo, flonana nu oHa B noucKoBble cucreMbl t'l

coxpaHxnacb nr4 oHa, a rnagHoe; qro noAyMaor o re6e oKpyxapque nrlAu, Koropbre HaiAyr a yBnAAr 3To. HaFTn

uHoopMaqH|o MHoro rer cnycrq cMoxer n|o6oi - KaK H3 Aoopbrx no6yMeHni, raK x c HaMepeHueM npn\4xHl4Tb BpeA.

OTo Moxer 6brrb Kro yroAHo.

OcHoexste coserH no 3au.lrre qxQposoi penyraquu:

1. noAyMai, npeMe qeM qro-To ny6nuxoaaru 14 nepeAaBarb y ce6s e 6nore vnl4 s coquanbHoi ceru;

2. B HacTpoiKax npo+nns ycraHoBt4 orpaHxqeHur Ha npocMoTp TBoero npooune x ero coAepxr4Moro, c.Aenai

ero ronbxo "Anf, Apy3ei";

3. He pa3Meu{ai u He yKa3btsai uHoopMaqu|o, Koropaq Moxer Koro-n}46o ocxop6nnrb r4nt4 o6[xarb.

ABropcxoo npaBo

CoeoeMexxsre uJKonbHuKt4 - aKTuBHbre nonb3oBarenlt quoposoro npocrpaHcrBa. OAHaKo AaneKo He Bce 3HaloT,

9To norb3oBaHue MHor14Mx Bo3MoxHocreMr4 qtaQpoBoro Mupa rpe6yer co6ntoAeHnq npaB Ha ]'lHTenneKryanbHylo

coOcrBeHHocrb.

TepMt4H "t4HTenneKryanbHaF co6crBeHHocTb" oTHoct4Tcg K pasfl]tt{HbtM TBopeHnqM qenoBeqecKoro yMa, HaqhHag

c HoBblx l4so6pereHui 14 3HaKos, o6o3Ha,{aloq x coocrseHHocrb Ha npoAyxrbl n Ycnyta, t4 3aKaHqxBaq KHuraMu,

SororpaoueMu, Kr4HoSunbMaMt4 14 My3blKanbHblM14 npor3BeAeHucM14

ABropcKue npaBa - 3To npaBa Ha uHTenneKn/anbHyro coocrBeHHocrb Ha npoll3BeAeHuq HayK[, nureparypbl l'l

l4cKyccrBa. ABTopcKue npaBa sbtcrynapr B KaqecrBe rapaHTxx roro, qro ltHrenneKryanbHbti/TBopqecKtlt TpyA aBropa
He 6yAer HanpacHbrM, ,qacr eMy cnpaBeAnuBtte Bo3Mox TpyAa, nony'{l4rb

x3BecrHocrb r npu3HaHre. HnKro 6€ pa3peuJeHxF npou3Be4eHxe'
pacnpocrpaHerb, ny6nu,{Ho AeMoHcTptlpoBaTb, npoAaBarb l4qHo rcnonHgTb.

noKa3brBarb/[cnorHgTb B Soupe ,,|nu pa3Meu{arb s [4HTepHere.

l4cnonb3oBaHre "nuparcxoro" nporpaMMHoro ooecneqeHue MoxeT nplrBecTll K MHor!4M pl,,lcKaM: or noTep[

AaHHbtx K TBoxM aKKayHraM Ao 6noKrpoBKr4 TBoero ycrpoicrea, rAe ycraHoBneHa HereranbHaq nporpaMMa. He croxr
TaKxe 3a6HBarb, rtro cyqecrBypr neranbHbre u oecnnarHble nporpaMMbl, Koropble MoxHo Hairl B ceru.

O noprato

CereBrl{oK.po - TBofi rnaBHbti coBerqxK B ceru. 3Aecb rbr Moxeub ysHarb o oe3onacHocru B cerr noHerHblM 11

AocrynHbtM s3btKoM, a npfi so3Ht4KHoBeHn[ Kpr4Tr.r.{ecKoi curyaqra o6parlrbcF 3a coseroM. A TapKe npuHnrb yqasrue

B XOHI(ypCaX !r cTaTb caMblM Llx(ppoBblM rpax(qaHllHoM!


